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Block-Diagram Languages for Embedded Systems
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e Widely used in safety-critical applications: Aerospace, Defense, Rail
Transportation, Heavy Equipment, Energy, Nuclear. ..

® Scade 6: Qualified compiler for a Lustre-like language

® Our work: Verified compilation in an Interactive Theorem Prover (Coq)
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® Our work: Verified compilation in an Interactive Theorem Prover (Coq)
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Lustre: example

“count down from n, restarting every time res is true.”

node count_down(res : bool; n : int)
returns (cpt : int)
let

cpt = if res then n else (n fby (cpt — 1));
tel

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Lustre: example

“count down from n, restarting every time res is true.”
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Lustre: example

“count down from n, restarting every time res is true.”

node count_down(res : bool; n : int)
returns (cpt : int)
let

cpt = if res then n else (n fby (cpt — 1));
tel

res FIF|IF|T|F|F|F|FI|F
n 6|6|6|6|6|6[6|6|6]---
cpt (6546 |5|4[3[2]1]-
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Lustre: example

“count down from n, restarting every time res is true.”

node count_down(res : bool; n : int) node count_down(res : bool; n : int)
returns (cpt : int) returns (cpt : int)
let var norm1%1 : int;
cpt = if res then n else (n fby (cpt — 1)); et
tel norm1$1 = n fby (cpt — 1);
cpt = if res then n else norm1%1;
tel
res FIF|F|T|F|F|F|F|F
n 6|6|6|6|6|6|6|6]|6
normi$1 6|/5/4|3|514|3|2]|1
cpt 6|5/4|6|5|4]3|2]|1
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Lustre: example

“count down from n, restarting every time res is true.”

node count_down(res : bool; n : int) node count_down(res : bool; n : int)

returns (cpt : int) returns (cpt : int)

let var norm1%$1, norm2%2 : int; norm2%1 : bool;
cpt = if res then n else (n fby (cpt — 1)); et

tel norm2$1 = true fby false;

norm2%$2 = 0 fby (cpt — 1);
norm1%$1 = if norm2$%1 then n else norm2$2;
cpt = if res then n else norm1%1;

tel
res FIF|F|T|F|F|F|T|F
n 66|66 |6|6|6|6)|6
norm2$1 T/ F|F|F|F|F|F|F|F
norm2$2 0|5|/4(3|5|4|3|2]|1
normi$1 6 | 5|4(3|5|4|3|2]|1
cpt 6|5/4|6|5]4|3|2]1

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Unnesting & Distribution function

LeJ = ([, [1)
1xJ) = (Bd: 1)
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Unnesting & Distribution function

Le] = ([c]. [])

[x] = (x,[])

ler ® e2] = ([e1], easy) « Len]
([e2], easy) « |e2]
([ef @ e3],eqs1 U eqs))
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Unnesting & Distribution function

L) = ([l [D)
xJ = (4, (1)

ler @ e2] = ([et], easy) « [ex]

[e5], eqs) « ez]

[e1 @ €3], eqs; U eqsp)

le1,- -, ex],easy) « let, .., en]

[, . fl.easy) < [fi, ..., fm]

[xt, ... xk],[x1 = €] fby f],...,xx = e, fby f/] U eqs] U eqsh)

(
(
L(er, ..., en) tby (fi, ... fm)] = (
(
(

tl = 0 fby (x + 1);
t2 =0 fby (y — 1);
x = if res then 0 else t1;
y = if res then 0 else t2;

(x,y) = if res
then (0, 0)
else ((0, 0) fby (x + 1,y — 1));
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Unnesting & Distribution function

L) = ([l [D)
xJ = (4, (1)
ler @ e2] = ([ef], eqsy) « [ea]
(le3], eas) « Le2]
(le1 @ €3], eqs] U eas)
[(e1y-..,en) fby (fi,...,fm)| = ([el,...,eL],eqas]) < ler,..., en]
(..., f) eash) < [fi,...,fm]
(Ixay -« s xk)s [xa = €] fby f],...,xx = e fby f/] U eqs] U eqsh)
Lf(e1,.-.,en)] = ([e1,---,en],eqs’) < |e1,-..,en]
(Ixtyoxud [y oo xu) = feg, - em)] U eqs”)

tl = 0 fby (x + 1);
t2 = 0 fby (y — 1);
x = if res then 0 else t1;
y = if res then 0 else t2;

(x,y) = if res
then (0, 0)
else ((0, 0) fby (x + 1,y — 1));
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Unnesting & Distribution in the Coq Proof Assistant
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Unnesting & Distribution in the Coq Proof Assistant

Unnestingv
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Fresh identifier generation
® In OCaml:

let next = ref 0;;
let fresh () =
next := lnext + 1;
"norm$" " (string_of_int lnext);;
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Unnesting & Distribution in the Coq Proof Assistant

Fresh identifier generation
® In OCaml:

let next = ref 0;;
let fresh () =
next := lnext + 1;
"norm$" " (string_of_int lnext);;

e We are in a pure functional language

Use an explicit state (monad)

@ st W {(x, b)}

fresh_ident b st = (x, st?)

do x1 < fresh_ident bi;

stw{(x1, bl)}

do x2 < fresh_ident b2;
[t {(x1,p1)} & {(x2, b2)} |

i Umesting.v  13% (440,8) Git-emsoft2i-artifact (Cog cospany- yas hs cospany -1 Outl Holes

Fixpoint unnest_exp (e : exp) : Fresh (list exp * list equation) ann
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Stream Semantics of Lustre

res| F F F TFFTFTFF avery wrigger {
n |6 6 6 6 6 6 6 6 6 corculates | 3
cpt \ 6 5 4 6 5 4 3 2 1 j e owrpess

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Stream Semantics of Lustre

every trigger {
read inputs;

res | F F F T
n 6 6 6 6
cpt [6 5 4 6
H(x)=vs
Svar
HbEx{ vs

oo M

Ao M
w|lo T
Nl ™

F
6 cte calculate;
write outputs;
1 , P
Inductive sem_exp:
History — exp — list Stream — Prop :=
| Svar: sem_var Hx vs —
sem_exp H (Evar x ann) [vs] [...]

Bourke, Jeanmaire, Pesin, Pouzet
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Stream Semantics of Lustre

res|F F F T F F F FF every erigger 1
read inputs;
n 6 6 6 6 6 6 6 6 6 calculate;
cpt |6 5 4 6 5 4 3 2 1 , e o
Inductive sem_exp:
H(X) = Vs History — exp — list Stream — Prop :=
Svar HE | Svar: sem_var Hx vs —
x| vs sem_exp H (Evar x ann) [vs] [...]
with sem_equation:
S HEes Uf H(XS) History — equation — Prop :=
€q | Seq: Forall2 (sem_exp H) es ss —
HFxs=es Forall2 (sem_var H) xs (concat ss) —

sem_equation H (xs, es)
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Stream Semantics of Lustre

every trigger {

read inputs;
calculate;
write outputs;

}

History — exp — list Stream — Prop :=

res|F F F TFFFFF
n 6 6 6 6 6 6 6 6 6
cpt |6 5 4 6 5 4 3 2 1
Inductive sem_exp:
H(x)=vs
Svar HE x| vs | Svar: sem_var Hx vs —

H F es || H(xs)

sem_exp H (Evar x ann) [vs] [...]

with sem_equation:
History — equation — Prop :=

€q _ | Seq: Forall2 (sem_exp H) es ss —
HFxs=es Forall2 (sem_var H) xs (concat ss) —
sem_equation H (xs, es)
node(G,f)=n
H(n.in) = xs H(n.out) =ys Veq € n.eqs, G,H - eq
Snode

GF f(xs)lys
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Vf xsys, G f(xs) 4 ys
— |G)Ff(xs)bys N
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Unnesting & Distribution — correctness
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Unnesting & Distribution — correctness

Vf xsys, G f(xs) ys

— |G| F f(xs) 4 ys
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Expression Initialization

Untyped
Lustre

Lustre

transcription

unnesting &
distribution

xinit = true®fby false;

{x = (e0 fby e)CkJﬂD =< px =defS fby e;
y

I—»- 1 expression

initialization

x = if xinit then e0 else px;

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling
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Expression Initialization

Untyped Lo transcription Lo
Ligie ustre ustre
unnesting & I—»- Fexpression
distribution initialization
Stc
xinit = true®fby false; l
{x = (e0 fby e)CkJ =< px =defS fby e;
fby . S
x = if xinit then e0 else px; Obe
Optimization: avoid introducing several init registers .
Clight
® Registers are costly in the final imperative program ;
® Use state monad to remember init registers introduced: .
Assembly
Fresh A (ann * bool)
e Complicates the correctness proof with a non-local invariant v
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Clock system correctness

x =0 fby (x + 1)
b

0 1 2 3 4
T T F F T
x when b ‘ 0 1 4

T
A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

Bourke, Jeanmaire, Pesin, Pouzet
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Clock system correctness

x =0 fby (x + 1)
b

0 1 2 3 4
T T F F T
x when b ‘ 0 1 4

T
A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel <« -s H,bstck JF-b H,bstel s

H, bsre* | s Hobste* || o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)
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Clock system correctness

x =0 fby (x + 1)
b

0 1 2 3 4
T T F F T
x when b ‘ 0 1 4

T
A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel @ -s H,bstck JF-b H,bstel ©-s

H, bsre* || @ s Hobste* | o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)
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Clock system correctness

x =0 fby (x + 1) 0 1 2 3 4 5 6 8 9
b T T F F T T T F F
* when b o [T | T 2151671 1 1

A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel <« -s H,bstck JF-b H,bstel s
H, bsre* | s Hobste* || o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)

THEOREM 3.1. Given a causal, well-clocked Lustre node with signature

K, K,
node £ (x, ... x") returns (y)",...,ym™)
and semantics f(s1, ..., sn) U s1,.. ., Sp,, with bs = base-of (sy, ..., s,), in any environment H in which
input variables are assoczated and allgned with input streams, H bs + xlk1 Usi,...,xkn || 's,, and

output variables are associated with output streams, H + y; || sl, cenuym sm, those output streams
are aligned with the corresponding output clock types, H, bs + y st ymm U s,

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness

x =0 fby (x + 1) 0 1 2 3 4 5 6 8 9
b T T F F T T T F F
* when b o [T | T 2151671 1 1

A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel <« -s H,bstck JF-b H,bstel s
H, bsre* | s Hobste* || o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)

THEOREM 3.1. Given a causal, well-clocked Lustre node with signature

K, K,
node £ (x, ... x") returns (y)",...,ym™)
and semantics f(sy, ..., sn) U 51, ..., S, with bs = base-of (sy, ..., s,), in any environment H in which
input variables are assoczated and allgned with input streams, H bs + xlk1 Usi,...,xkn || 's,, and

output variables are associated with output streams, H + y; || sl, cenuym sm, those output streams
are aligned with the corresponding output clock types, H, bs + y st ymm U s,

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness

x =0 fby (x + 1) 0 1 2 3 4 5 6 8 9
b T T F F T T T F F
* when b o [T | T 2151671 1 1

A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel <« -s H,bstck JF-b H,bstel s
H, bsre* | s Hobste* || o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)

THEOREM 3.1. Given a causal, well-clocked Lustre node with signature

K, K,
node £ (x, ... x") returns (y)",...,ym™)
and semantics f(s1, ..., sn) U s1,..., Sy, with bs = base-of (sy, ..., s,), in any environment H in which
input variables are assoczated and allgned with input streams, H bs xlk1 Usp,...,x%n | 's,, and

output variables are associated with output streams, H + y; || sl, o ym | sm, those output streams
are aligned with the corresponding output clock types, H, bs + y st ymm U s,
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Clock system correctness

x =0 fby (x + 1) 0 1 2 3 4 5 6 8 9
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* when b o [T | T 2151671 1 1

A special type system based on clocks ensures that sampling is used

correctly; e.g., programs like x + (x when b) that require unbounded
buffers are rejected at compile time.

tIH, tlbsk e || s tIH tl bs ke || s
H,bstck|| T-b H,bstel <« -s H,bstck JF-b H,bstel s
H, bsre* | s Hobste* || o-s

Fig. 12. Alignment between a clock (stream bool) and an expression (stream svalue)

THEOREM 3.1. Given a causal, well-clocked Lustre node with signature

K, K,
node £ (x, ... x") returns (y)",...,ym™)
and semantics f(s1, ..., sn) U s1,.. ., Sp,, with bs = base-of (sy, ..., s,), in any environment H in which
input variables are assoczated and allgned with input streams, H bs + xlk1 Usi,...,xkn || 's,, and

output variables are associated with output streams, H + y; || sl, e ym | sm, those output streams
are aligned with the corresponding output clock types, H, bs + y 1l &oooon ymm Us,
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Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)
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Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)

® induction on equations is not enough: (x, y) = (42, x)

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)

® induction on equations is not enough: (x, y) = (42, x)

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)

® induction on equations is not enough: (x, y) = (42, x)

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)

® induction on equations is not enough: (x, y) = (42, x)

Bourke, Jeanmaire, Pesin, Pouzet Verified Lustre Normalization with Node Subsampling



Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)
® induction on equations is not enough: (x, y) = (42, x)
-

® causal node — acyclic graph
node f(b : bool; x : int) returns (y : int)
var tl, t2 : int; '

let
(t1,t2) =if b
then (x + 1, t1)
else (x — 1, —t1);
y = (0 fby y) + (t1  2); “ a
tel

e graphs difficult to handle in a proof assistant: 1200 lines of Coq
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Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)
® induction on equations is not enough: (x, y) = (42, x)

® causal node — acyclic graph

node f(b : bool; x : int) returns (y : int)
var tl, t2 : int;

(s —(®)
(t1,t2) =if b
then (x + 1, t1)
else (x — 1, —t1); = H

y = (0 fby y) + (t1 = t2);
tel

e graphs difficult to handle in a proof assistant: 1200 lines of Coq
® induction on a topological ordering of the nodes of the graph
® |ook only to the left of fby: the fby operator forces alignment
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Clock system correctness — causality and proof

® to prove P(x + y), we need P(x) and P(y)
® induction on equations is not enough: (x, y) = (42, x)

® causal node — acyclic graph

node f(b : bool; x : int) returns (y : int)
var tl, t2 : int;

(s —(®)
(t1,t2) =if b
then (x + 1, t1)
else (x — 1, —t1); = H

y = (0 fby y) + (t1 = t2);
tel

e graphs difficult to handle in a proof assistant: 1200 lines of Coq
® induction on a topological ordering of the nodes of the graph
® |ook only to the left of fby: the fby operator forces alignment

e intricate proof: around 2000 lines of Coq proof script
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (ck) {
elab$4 := exp;
};
time := current(il).step(0, ck, elab$4)
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (ck) { .

elab$s := exp;  only defined when ck = true
};
time := current(il).step(0, ck, elab$4)
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Node Subsampling

node cu i
rrent(d : int; ck : bool; x : int when ck)
always | . o
Compie an ys present  onl t
an instance of thi et e e
o ck is
Pl 2 ode to Obc:
elab$4
};

time

i= exp;

only defined when ck = true

current(il) .step(0, ck, elab$4)

WG14/N1256 Committee Draft — Septermber 7. 2007 ISO/MEC 9899:TC3

6522 Function calls
Constraints

1 The expression that denotes the called func\iong“) shall have type pointer 10 function
returning voidor returning an object type other than an array type-

2 Ifthe expression that denotes the called function has a type that includes a prototype- the
number of arguments shall agree with the number of parameters. Each argument shall
have a type such that its value may be assigned to an object with the unquahﬁed version

of the type of its corresponding parameter.
Semantics

3 A postfix expression followed by parentheses O containing & possibly empty, comma-
separated list of expressions is @ function call. The postfix expression denotes the called
function. The list of expressions specifies {he arguments (0 the function.

4 An argument may be an expression of any object type. In preparing for the call to @

function, the arguments are evaluated, and each parameter is assigned the value of the
corresponding argument. i

Temik be expression that denotes the called function has type pointer t© function returning an

e, Jeanmaire led 7 he same type as that object tYPe- and has the

1 ¢ void. If

Pesin, Pouzet
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is
Compile an instance of this node to Obc:

if (ck) { .
elab$s := exp;  only defined when ck = true

e

ime := current(il).step(0, ck, elab$4)

7,2007 ISO/MEC 9899:TC3
6 Committee Draft — Septermber 7, =
WG14/N125
2 Function calls |
6522 | B
- e inction®” shall have ty
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: e ' shall agree Wit . ¢ 632
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)
always present
Compile an instance of this node to Obc:

only present when ck is

if (ck) { .

elab$s := exp;  only defined when ck = true
};
time :=

current(il) .step(0, ck, elab$4)

e Already formalized in
CompCert's Clight semantics

e Appears as a proof obligation
| inour end-to-end proof

ISO/IEC 9899. 73

© 0r00:TC3
5007 TSO/EC 9899:TC3
e Draft — Septermber 7.2

Committee Dryfy Se,

6.3.2 Other operands

6.3.2.1 Ly ys.
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ues, arrays, ang unction des;
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (ck) {
elab$4 := exp;
};
time := current(il).step(0, ck, elab$4)
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (ck) {
elab$4 := exp;
};
time := current(il).step(0, ck, elab$4)

1. Add validity assertions during compilation:

if (ck) {
elab$4 := exp;
3
time := current(il).step(0, (ck), elab$4)
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (ck) {
elab$4 := exp;
};
time := current(il).step(0, ck, elab$4)

1. Add validity assertions during compilation:

if (ck) {
elab$4 := exp;
3
time := current(il).step(0, (ck), elab$4)

2. Extra compilation pass to initialize variables:

if (ck) {
elab$4 := exp;
} else {
elab$4 := 0;
};

time := current(il).step(0, (ck), (elab$4))
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Node Subsampling

node current(d : int; ck : bool; x : int when ck)

always present  only present when ck is

Compile an instance of this node to Obc:

if (cB) { _ _
elab$4 := exp; ® Guarantees that variables in

¥ , function calls are always
time := current(il).step(0, ck, elab$4) .
defined.
1. Add validity assertions during compilation: o Recover Obc ~ Clight proof

if (ck) { .
clab$4 := exp; ® Programs without

¥; subsampling are unchanged
time := current(il).step(0, (ck), elab$4)

2. Extra compilation pass to initialize variables:

if (ck) {
elab$4 := exp;
} else {
elab$4 := 0;
};

time := current(il).step(0, (ck), (elab$4))
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Conclusion

— | Untyped Lustre franscription NLustre
Lustre
“']"e§ti"$ & L 1expression
distribution initialization
res|F F F T F F F F F -
n 6 6 6 6 6 6 6 6 6 - Stc
cpt |6 5 4 6 5 4 3 2 1 -
® More expressive source language and associated l
i Ob
semantic model argument a €
® Formally verified normalization algorithm initialization l
» Separate concerns and proofs over 3 functions g
» Requires correctness of clock system .
® Allow node subsampling in source language v
» Add “validity assertions” and explicit initialization Assembly
¢ End-to-end machine-checked proof connecting the '
dataflow semantics of an expressive source every trigger {
. . read inputs;
language with the low-level assembly semantics. calculate:
write outputs;

® Source code and online demo: https://velus.inria.fr ¥
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